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PGP EVERYWHERE PRIVACY POLICY

This privacy policy governs your use of the software application PGP Everywhere (“Application”)

for mobile devices that was created by Future Spin Software, LLC ("Future Spin Software", "we",

and "us"). The Application is a PGP keychain manager and encryption app.

User Provided Information

The Application locally stores the keys you add to the keychain in a protected database. If you

choose to use Touch ID / Face ID or passcode in place of your passphrase for a secret key, then the

Application will store your passphrase in the device's secure enclave. The secure enclave is

encrypted, and the data in it is only accessible from the Application when a passcode is enabled on

the phone and the owner of the device is verified via Touch ID / Face ID or passcode. The

encrypted passphrase is not included in any backups of the device, and does not leave the device.

Know that using Touch ID / passcode in place of a passphrase is inherently less secure and is

intended to offer convenience in exchange for slightly lessened security.

The Application does not collect any other information from the user.

Automatically Collected Information

If the user opts-in to sharing error reports, then the Application will automatically collect error and

crash reports and send them to a third party (Bugsnag Inc., bugsnag.com) for review by us. These

reports include information about from where in the Application's code an error originated. The

reports also include information about what version of the Application you are using and some

information about the device on which you are using the Application such as the device model, the

device's OS version, the language of the device, etc. Before sending the reports, the Application

removes all individually identifying information, such as the user’s device ID, from the reports. No

keys, passphrases, encrypted data, or unencrypted contents of encrypted data are ever included in

the reports. We give the option to send error reports in the Application so that we may assist users

if they encounter bugs and so that we may improve the Application in the future. We leave the

collection and transmission of error and crash reports as an opt-in, off-by-default option.

Disclosure of Information

We do not store any data, and therefore cannot disclose any data.

Opt-Out Rights

If you have enabled the sending of error reports and wish to opt-out, you may do so by turning the

option off in the Application settings. You can stop all collection and local storage of information

by the Application by uninstalling the Application. You may use the standard uninstall processes as
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may be available as part of your mobile device or via the mobile application marketplace or

network.

Data Retention Policy, Managing Your Information
The Application will retain User Provided data only as long as you use the Application. Please note

that some or all of the User Provided Data may be required in order for the Application to function

properly.

Changes
This Privacy Policy may be updated from time to time for any reason. We will notify you of any

changes to our Privacy Policy by posting the new Privacy Policy at pgpeverywhere.com. You are

advised to consult this Privacy Policy regularly for any changes, as continued use is deemed

approval of all changes.

Your Consent
By using the Application, you are consenting to our processing of your information as set forth in

this Privacy Policy now and as amended by us. "Processing,” means using or touching information

in any way, including, but not limited to, collecting, storing, deleting, and using.

Contact us
If you have any questions regarding privacy while using the Application, or have questions about

our practices, please contact us via email at info@pgpeverywhere.com.


